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Defining the Main Components of Policies & Procedures Documents

The first step in drafting organization-wide standardization and control documents is to
differentiate between policies, standards, guidelines, processes, and procedures.

Policy

Standard

Guideline
Process

Procedure

Policy

A formal, brief, and high-level statement or plan that embraces an organization's general beliefs,
goals, objectives, and acceptable procedures for a specified subject area. Policies always state
required actions and may include pointers to standards.

Policy attributes include the following:

e Require compliance (mandatory)

e Failure to comply results in a certain action (e.g. disciplinary action)
e Focus on desired results, not on means of implementation

e Further defined by standards and guidelines

Standard

Standards consist of specific low-level mandatory controls that help enforce and support the
policy.
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Standards help to ensure consistency across the business and usually contain controls relating
to implementation. They should:

e Make a policy more meaningful and effective
¢ Include one or more accepted specifications for hardware, software, or behavior

Guideline

Guidelines consist of recommended, non-mandatory controls that help support standards or
serve as a reference when no applicable standard is in place. They are also referred to as “best
practices”.

Guidelines should be viewed as best practices that are not usually requirements but are
strongly recommended. They could consist of additional recommended controls that support a
standard or help fill in the gaps where no specific standard applies.

Process

Processes clearly define all actionable items within policy documents. They include information
on how to deal with different scenarios within the context of a policy, standard, or guideline.

A process identifies the triggers for launching an action and describes the conditions for
resolving it. Processes do not dive into specifics on how to perform each task but provide an
overview of the different steps that need to be taken.

Procedure

Procedures consist of step-by-step instructions to assist employees in implementing the various
policies, standards, guidelines, and processes.

A procedure gets down to specifics, explaining how to implement controls systematically. Here
are some characteristics of procedures:

e Procedures define "how" to protect resources and are the mechanisms to enforce policy.
e Procedures provide a quick reference in times of crisis.

e Procedures help eliminate the problem of a single point of failure.

e Also known as a SOP (Standard Operating Procedure)
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Document Management and Version Control

Version control is important when documents are being created, and for any records that
undergo a lot of revision and redrafting. It helps us to track changes and identify when key
decisions were made along the way. It is particularly important for electronic documents that
are being reviewed by a number of different users.

Knowing which version of a document you are looking at is important if you are trying to find out
which version of a policy is currently in force, or which version of a policy was in use at a
particular time.

What is Documented Information?

Information required to be controlled and maintained by an organization and the medium on
which it is contained. Documented information can be in any format and media and from any
source.

Documented information can refer to:

e The management system, including related processes
e Information created in order for the organization to operate (documentation)
e FEvidence of results achieved

Documented information can be used to communicate a message, provide evidence of what
was planned has actually been done, or knowledge sharing.

The following are some of the main objectives of an organization’s documented information
independent of whether or not it has implemented a formal quality management system:

 Communication [
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